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Preface

Scope

This publication provides a multiservice doctrinal reference for planning and executing nuclear,
biological, and chemical (NBC) defense operations. This doctrinal manual will bridge the gap
between joint NBC defense doctrine (Joint Publication (JP) 311, Joint Doctrine for Operations in
Nuclear, Biological, and Chemical Environments) and service operational NBC defense doctrine.
The manual will address integration of multiservice doctrine on NBC defense in three areas: provide
doctrine for planning NBC defense throughout the range of military operations; describe NBC
defense capabilities from the services that could integrate into an area of operations (AO); and
outline roles and responsibilities for NBC defense.

Purpose

The NBC Defense Operations publication will provide operational commanders, subordinate
component commanders, and their staffs a single common doctrinal perspective for the planning and
execution of service NBC defense operations. The target audience includes joint force and component
commanders and their staffs, particularly those individuals responsible for NBC defense planning at
the operational level. Commanders have direct responsibility for protecting their forces within an
NBC environment. During operations, failure to properly plan and execute NBC defense operations
may result in significant casualties, disruption of operations, and even mission degradation of NBC
defense operations.

Application

This publication is designed for use at the operational level for planning and conducting integrated
NBC defense operations. It supplements established joint doctrine and changes an Army and Marine
Corps dual-designated publication into a multiservice publication, defines service capabilities in
conducting NBC defense, and defines the roles and responsibilities of commanders and subordinate
commanders and their staffs in planning and executing operational-level NBC defense.

User Information

The proponent for this publication is the United States Army Chemical School (USACMLS) who
developed this publication with the joint participation of the approving service commanders.
USACMLS will review and coordinate the update of this publication as necessary. Send comments
and recommendations to: Commandant, U. S. Army Chemical School, 401 Engineer Loop, Suite
1029, ATTN: ATSN-CM-DD, Fort Leonard Wood, MO 65473-8926. Unless this publication states
otherwise, masculine nouns or pronouns do not refer exclusively to men.
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Introduction

This field manual (FM) provides multiservice NBC defense doctrine for support of the operational
and tactical levels of war. The publication is designed for use to support planning and conducting
NBC defense operations.

Chapter 1 provides information on United States (US) national policy with regard to NBC weapons.
The chapter also discusses the conditions of the battle space (NBC threat, physical, military, and
civil) within which US forces may conduct operations. This chapter also addresses the operational
environment and the range of military operations in conflict or military operations other than war
(MOOTW) that could challenge US forces.

Chapter 2 discusses NBC defense challenges and the principles of NBC defense avoidance,
protection, and decontamination that support operations of US forces in the US and overseas.

Chapter 3 examines command and control (C?) considerations with regard to NBC defense,
command relationships for NBC units, and command responsibilities for operations in an NBC
environment.

Chapter 4 provides NBC strategic, operational, and tactical planning considerations and preparation
of supporting plans for NBC defense.

Chapters 5-7 discuss the various phases of operations within which US forces could operate:
peacetime preparedness, transition to operations, sustained operations, and support to conflict
termination or post conflict operations. These chapters outline NBC defense actions that may be
taken during each phase.

Chapter 8 provides information to support NBC defense considerations for rear area operations.

Chapter 9 discusses health service support (HSS) for support of military operations in an NBC
environment.

Chapter 10, Military Operations Other Than War, outlines planning factors and NBC defense
considerations for various forms of MOOTW operations: arms control, combating terrorism, etc).

Appendixes A-L provide supporting information for Chapters 1-7 as follows:

Appendixes A-D outline suggested NBC capabilities and staff responsibilities for United
States Army (USA), United States Marine Corps (USMC), United States Air Force (USAF),
and United States Navy (USN) forces.

Appendix E provides a universal joint task list (UJTL) summary.

Appendix F indicates the NBC defense hierarchy inclusive of JP 311, Joint Doctrine for
Operations in NBC Environments, and the supporting multiservice tactics, techniques, and
procedures (TTP) manuals.

Appendix G implements North Atlantic Treaty Organization (NATO) Standardization
Agreement (STANAG) 2150 and provides suggested basic standards of proficiency for
individuals (military and essential civilian personnel), units, and leaders.

Appendix H implements STANAG 2984 and outlines the use of NBC threat conditions to
support NBC defense preparedness.

vii
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Appendixes | and J, briefly discuss NBC defense considerations with regard to air and space
and maritime operations.
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Chapter 1

Policy and Environment

US national policy is to seek a reliable, verifiable ban on production,
stockpiling, and use of NBC weapons. To this end, the US strengthens
international treaty, legal, and policy restrictions on proliferation,
testing, possession, and employment of NBC weapons. While the US
adheres to these restrictions, a number of potential adversaries may
not adhere to them; thus, US strategy and policies concerning NBC
weapons require continual update to protect the national interests of
the US. Without such a ban, the US deters adversaries’ development or
use of NBC weapons through a balance of information activities and
political, economic, and military measures. International cooperation
through bilateral and multilateral treaty negotiations and treaties can
help to limit an adversary’s willingness to produce and use NBC
weapons.

SECTION | - POLICY
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US policy is to deter enemy NBC use through a strong nuclear force and an
NBC defense posture that enables US forces to survive, fight, and win under
NBC onditions. In shaping a peaceful international environment favorable to
US interests, US policies and strategies are continually adopted to prevent and
limit the proliferation of NBC capabilities. The current US national security
strategy pursues three strategic goals: international security and stability, US
economic prosperity anchored in a growing world economy, and democratic
enlargement. The US approach to military operations is shaped by a set of
principles that are derived from these national security and military startegies.
The armed forces of the US support these policies and strategies within their
respective areas of responsibility (AORs), and commanders organize and train to
ensure their forces and supporting activities are prepared to advance and defend
US interests. The overriding mission of the US armed forces is to deter war.
Should deterrence fail, the US will pursue war to a successful conclusion.
Should the enemy use NBC weapons, the US armed forces will respond with
military operations, which may include nuclear and conventional weapons. The
goal of these operations is to force the enemy to cease NBC warfare. The treaty,
legal, and policy restrictions on NBC weapons are addressed under applications
pertaining to nuclear weapons, chemical weapons, biological weapons,
herbicides, and riot control agents (RCA).

1-1
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STRATEGIC GUIDANCE

1-1. The US approach to military operations is shaped by a set of principles that
are derived from national security and military strategy. These same principles
guide military operations in NBC environments. These principles apply in war
and MOOTW. In shaping a peaceful international environment favorable to US
interests, US policies and strategies seek to prevent and limit the proliferation
of NBC capabilities through international agreements and treaties, multilateral
initiatives, and unilateral actions. The armed forces of the US support these
policies and strategies within their respective roles and functions. Wherever
proliferation has occurred, deterrence of an adversary's NBC weapons
employment is a principal US national objective. To support deterrence,
commanders must ensure that their forces and supporting facilities are visibly
able to operate effectively in NBC environments. Should deterrence fail, US
forces will need to survive, avoid or mitigate the effects of NBC employment,
fight, and win in a contaminated battlespace. Key to operational success may be
the ability of the joint task force (JTF) to eliminate or reduce the adversary’s
NBC capabilities with available and appropriate means; if necessary, employing
means against the adversary from locations outside the theater. Commanders
advancing and defending US interests conduct assessments of the feasibility and
probability of US military involvement in crises and conflicts abroad.
Consideration of NBC risks is integral to these assessments, including NBC use
in the adversary’s geographic region and in the US against civilian targets,
military forces, and facilities needed to support the contemplated military
operation. When developing theater strategies and plans to execute the national
security and military strategies, as well as the Joint Strategic Capabilities Plan
(JSCP), combatant commanders with geographic responsibilities should include
specific guidance to ensure that their forces are able to sustain military
operations in NBC environments.

NUCLEAR WEAPONS

1-2. The employment of nuclear weapons by the US is governed by guidance to
the joint force commander (JFC) as contained in JP 312, Doctrine For Joint
Nuclear Operations, and other National Command Authority (NCA) directives.
The US may use nuclear weapons to terminate a conflict or war at the lowest
acceptable level of hostilities. This is interpreted to mean that we may use
nuclear weapons first. The US is party to treaties and international agreements
that limit proliferation, testing, and possession of nuclear weapons. The Nuclear
Non-Proliferation Treaty prohibits nuclear states from passing nuclear
weapons, weapons technology, and weapons-grade fissionable material to
nonnuclear states. The Strategic Arms Reduction Treaty between the US and
Russia limits the number and type of strategic offensive forces. The Limited
Test Ban Treaty limits US testing of nuclear devices. The Outer Space Treaty
prohibits placement, installation, or stationing of nuclear weapons in orbit
around the earth, in outer space, or on celestial bodies.

CHEMICAL WEAPONS

1-2

1-3. The US will never use chemical weapons. The “Geneva Protocol of 1925”
prohibits the use in war of asphyxiating, poisonous, or other gases. Most parties
interpret the protocol as a prohibition only of the first use of chemical weapons
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in war. The Presidential Statement on Chemical and Biological Weapons, 25
November 1969, reaffirmed the renunciation of frst use of chemical weapons
and extended the renunciation to first use of incapaciting chemicals. In 1974,
the US Senate gave advice and consent to ratification of the Geneva Protocol,
subject to the reservation that the US would not be bound by the provisions
with respect to an enemy state or its allies who fail to respect the prohibitions of
the protocol. On 22 January 1975, the US ratified the protocol subject to this
reservation. The protocol entered into force for the US on 10 April 1975 is
subject to the Chemical Weapons Convention (CWC). The CWC, which entered
into force for the US on 26 April 1997, bans the acquisition, development,
production, transfer, and use of chemical weapons. It provides for the
destruction of all chemical weapons stocks and production facilities within ten
years after entry into force. The US ratified the CWC on 25 April 1997. Thus,
the US will not use chemical weapons, but will try to deter enemy use or cease
use of chemical weapons by conventional or other means.

BIOLOGICAL WEAPONS

1-4. The US will never use biological weapons. In addition to prohibition of use
of chemical weapons, the “Geneva Protocol of 1925” also prohibits the use of
bacteriological weapons. Likewise, the Presidential Statement on Chemical and
Biological Weapons, 25 November 1969, renounced the use by the US of lethal
biological agents, and confined biological research to defensive measures such as
immunization and safety. Under the terms of the Biological Weapons
Convention (BWC), parties undertake not to develop, produce, stockpile, or
acquire biological agents or toxins of types and in quantities that have no
justification for prophylactic, protective, or other peaceful purposes. The US
ratified the BWC on 29 March 1975. Enemy use of biological agents against US
or allied forces will justify a response with conventional or nuclear weapons.

HERBICIDES AND RCA

1-5. The US considers neither herbicides nor RCA as chemical agents, but has
adopted policies concerning their use during armed conflict. Use of herbicides
and RCA is covered by different policies than those governing chemical warfare
(CW). Executive Order No. 11850, 8 April 1975, “Renunciation of Certain Uses
in War of Chemicals, Herbicides, and Riot Control Agents,” renounced first use
of herbicides in war except for specified defensive use, and first use of RCA in
war except for defensive military modes to save lives. The President must
approve the use of RCA in tactical situations. Upon Presidential approval,
herbicides may be used in areas under US control to control unwanted
vegetation around defensive positions. In peacetime, the Secretary of Defense
may authorize use of RCAs. The CWC, which was ratified by the US on 25 April
1997, prohibits the use of RCA as a method of warfare.

SECTION Il - ENVIRONMENT (THREAT)

US forces face a potential NBC threat across a broad range of military
operations. The number of nations capable of developing or possessing NBC
weapons is steadily increasing. Many potential adversaries use former Soviet-

1-3
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style equipment and doctrine. The potential use for chemical biological (CB)
weapons can range from blackmail or acts of terrorism during peace to limited
use during MOOTW, and even to large-scale use of NBC weapons during
conflict or war. Despite worldwide efforts to eliminate NBC weapons, it is highly
improbable that the threat will wane in the near future.

America’s military superiority cannot shield us completely from
the NBC threat. Indeed, a paradox of the new strategic
environment is that American military superiority actually
increases the threat of NBC attack against the US by creating
incentives for adversaries to attack US asymmetrically. (Secretary
of Defense (SECDEF) Cohen Proliferation: Threat and Response;
November 1997.)

2-1. The growth of NBC capabilities beyond those of major world powers has
increased the likelihood of NBC use. The number of developing countries
seeking the technology for nuclear weapons and advanced surface-to-surface
missiles has increased. Since 1985, more than 25 countries are reported to have
chemical weapons. NBC weapon employment doctrine for an adversary would
likely be based on their sources of training, systems, and technological
advances. Understanding the strategic context for conducting operations in an
NBC environment is imperative. The term “NBC environment” includes the
deliberate or accidental employment or threat of NBC weapons and attacks with
other chemical, biological, or radiological materials, including toxic industrial
materials (TIM). The employment and threat of NBC weapons and other toxic
materials pose unique challenges to US military operations worldwide.
Commanders have the responsibility to consider the implications of a potential
adversary’'s NBC capabilities not only in a region of active conflict, but also in
other regions, including the US. Potential adversaries who might possess NBC
capabilities include emerging global adversaries, regional adversaries, and
nonstate groups.

ADVERSARIES

GLOBAL

REGIONAL

NONSTATE

1-4

2-2. A global adversary could be a dominant regional power with an advanced
economy and technology base. Such a state would have a program underway to
field a full range of military capabilities, including NBC weapons, with the
capability to project power beyond its geographic region.

2-3. A regional adversary could be a state willing to threaten or employ military
force to settle disputes contrary to international law. Regional adversaries may
develop or possess NBC weapons to gain international prestige, threaten
neighbors, or deter other regional or global adversaries. Such a state could
project power beyond its state boundaries.

2-4. Nonstate adversaries are likely to act without regard for the boundaries of
established state authority. Such adversaries could possess or have access to a
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range of conventional and NBC weapons and other bxic materials and the
means to employ them by overt or clandestine means.

AVAILABILITY

INCENTIVES

2-5. The worldwide availability of advanced military and commercial
technologies (including dual-use) and commonly available transportation and
delivery means may permit adversaries to develop and employ NBC weapons
and other toxic materials. Adversaries not party to an ongoing conflict may also
seize an opportunity to hold US interests at risk for their own purposes, perhaps
at locations beyond their geographic regions, including the US.

2-6. States may have incentives to acquire NBC weapons in spite of their
adherence to international agreements and treaties forbidding such actions.
Nonstate groups may not consider themselves bound by such agreements and
treaties. State and nonstate groups alike may have incentives to operate outside
the norms of acceptable international behavior, especially when important
interests are involved. They may seek to overcome US and alliance or coalition
strengths by focusing on vulnerabilities to the use of NBC weapons and other
toxic materials. Commanders have the responsibility to consider the
implications of a potential adversary’s NBC capability not only in the
adversary'’s geographic region, but also in other regions, including the US.

ADVERSARY OBJECTIVES FOR NBC USE

OBJECTIVES

2-7. A global adversary could elect to employ NBC weapons in order to assure its
success or delay its defeat in a regional conflict. A regional adversary may
threaten with or use NBC weapons for coercion or aggression against US allies
or other friendly states. Transnational and nonstate groups with NBC
capabilities may pose similar threats abroad and to US territory.

2-8. Broad adversary objectives for acquisition and employment of NBC weapons
may include the capabilities to—

Defeat, influence, intimidate, and deter a regional rival, and deter US
intervention.

Disrupt US and multinational forces and operations.

Delay defeat by US and coalition forces in a region.

Punish and inflict revenge on the US and multinational partners for their
policies and actions to help assure regime survival.

VULNERABILITIES

2-9. Adversaries may employ NBC weapons to exploit US and multinational
vulnerabilities. Civilian populations, physical infrastructures, and unwarned
and unprotected military forces are especially vulnerable to attack by NBC
weapons. Joint and multinational operations in areas where indigenous friendly
populations have less protection than US forces present similar vulnerabilities.

1-5
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ADVERSARY NBC EMPLOYMENT CONCEPTS

2-10. Adversary concepts for employment of NBC weapons may include selective
use against US and multinational vulnerabilities. An NBC attack in a crisis or
during a conflict could seek to secure advantages that avoid or overcome the
strengths of US and coalition forces. An adversary could employ NBC weapons
to impose terms of combat that are not easily overcome by US and
multinational forces, such as holding vulnerable high-value targets at risk.

2-11. An emerging global adversary may acquire a sufficient NBC stockpile to
establish credible deterrence against US intervention when no vital US
interests are involved in a conflict. However, when faced with the uncertainty of
US intervention, this adversary may act largely in the manner of a regional
adversary and seek to avoid defeat and survive.

2-12. Regional adversaries, including those aspiring to regional ascendancy,
may select employment concepts that delay defeat and seek reduction or
elimination of US influence and presence in the region. These concepts may
include NBC weapons employment directly against US and multinational
capabilities early in a crisis to influence a US decision to forego intervention.

2-13. A number of regional adversaries operate routinely to violate the
international norms of state conduct, often taking unpredictable, high-risk
actions. Their employment concepts may include conventional and clandestine
delivery of NBC weapons at the inception or later in the conflict.

2-14. Nonstate and terrorist groups typically operate autside the boundaries of
state authority and without concern for the international norms of state
conduct. They may use NBC weapons for the purpose of disruption,
destabilization, coercion, or revenge against the US and its coalition partners.

THREAT AGENTS

1-6

2-15. One of the key facets of planning for NBC defense, given the large variety
of potential agents and weapons, is to limit the agents and weapons under
consideration to those most likely to be employed during the time frame of the
period being addressed.

2-16. With regard to chemical agents, the primary concern is the use of
persistent and nonpersistent nerve and blister agents in either solid or liquid
form.

2-17. Biological agents are categorized as pathogens, toxins, and viruses. Of the
three categories, pathogens and toxins may have a much greater influence on
defensive measures. The time from exposure to maximum effects for pathogens
and toxins generally ranges from a few hours to several days, and can be more
lethal than toxins or CW agents.

2-18. The effects of nuclear weapons are qualitatively different from biological or
chemical weapons. A nuclear detonation produces its damaging effects through
blast, thermal energy, and radiation. In addition to the physical effects, common
to any adversary use or threat of these weapons is the psychological effect, both
in the immediate target area and in other vulnerable areas that may be
potential future targets.
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2-19. Although there are significant differences between nuclear, biological and
chemical weapons, a common defense concern for all three types of weapons is
some degree of residual contamination that is hazardous to humans. The
mechanisms for dissemination of contamination differ in that nuclear weapons
must undergo low-order detonations to produce radioactive contamination,
whereas biological and chemical weapons either undergo low-order detonations
or employ some other form of release mechanism to discharge the agent without
destroying it.

THREAT ATTACKS

2-20. Delivery systems such as aircraft, cruise missiles, unmanned aerial
vehicles/remotely piloted vehicles, and tactical ballistic missiles could be
probable overt delivery methods for use against operational-level targets.. Other
delivery systems such as artillery or missiles could be used to support adversary
tactical operations. Covert releases using various aerosol-releasing devices would
also be possible. Location, mobility, and defensive capabilities of US forces play a
major role in determining the threats from nuclear and radiological, chemical or
biological weapons.

NUCLEAR AND RADIOLOGICAL ATTACKS

2-21. Thirty years after World War Il, nuclear weapons were the sole
prerogative of five world powers: the US, Soviet Union, Great Britain, France,
and China. The detonation of a nuclear device in India in 1974 marked the first
instance of another nation joining the nuclear fraternity. Today, a variety of
other nations, such as Pakistan, have developed nuclear weapons programs.
Many nations are seeking access to the materials needed to produce nuclear
weapons. Many nations known as aggressors to their neighboring countries are
actively pursuing these capabilities. Many of these nations have delivery means
for nuclear munitions; and means of delivery could include aircraft, cruise
ballistic missiles, artillery, or clandestine employment. Adversaries may also
employ toxic radioactive materials using explosives or other devices.

BIOLOGICAL WARFARE (BW)

2-22. Biological weapons have been characterized as the poor man’s atomic
bomb. Many biological weapons represent cheaper and less sophisticated
alternatives to chemical, nuclear, and conventional weapons. BW agents can be
produced with little difficulty in a relatively short time. They can be produced
covertly using dual-purpose technology by those of modest education using
limited tools and space. An adversary could use a production facility to
manufacture prescription drugs one day and be producing BW agents the next
day. In the last 20 years, an increasing number of Middle Eastern countries
turned their attention to the development of BW agents. Using commercially
available equipment and established microbiological techniques (perfected
decades ago), several countries have rapidly assembled viable offensive BW
programs that can easily be concealed. Other BW weapons characteristics make
these agents particularly attractive for use. Certain BW pathogens such as
smallpox and pneumonic plague are communicable diseases and can cause
tremendous numbers of casualties. Further, the incubation period for biological
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agents could also make them a weapon of choice against an unsuspecting force.
Employment of biological agents can be conducted using means such as aerosol
generators, aircraft, or missiles.

CHEMICAL WARFARE

2-23. Most countries do not have the technology or the resources to build nuclear
weapons; however, many countries could produce chemical weapons. In the
1970s and 1980s, there was an increased emphasis on the development of
chemical weapons in the Middle East. The actual use of chemical agents in
warfare in the Iran-lraq conflict soon followed. Chemical munitions require little
more expense or expertise to manufacture than conventional munitions. The
technology and literature are readily available on the world market. Once the
decision is made to arm with chemical weapons, stockpiles can be rapidly
produced. CW employment options include artillery, mortars, rockets, aircraft,
and missiles, as well as covert use by terrorists.

2-24. Since the end of World War 11, combatants have used chemical weapons in
Yemen (1963 to 1967), Laos and Cambodia (late 1970s), Afghanistan (mid-
1980s), and the lran-lraqg War (late 1980s). In some cases, notably against large
concentrations of untrained troops, chemical weapons have been credited for
major successes. World censure of chemical weapons has been sporadic and
ineffective.

2-25. Initially, developing nations’ use of chemical weapons may be
unsophisticated. The learning curve for use, even with military advisers, will be
slowed by rudimentary training in basic skills. The combatants must learn to
handle the logistics burden, friendly protection, weapons effects prediction, and
difficulty in storage and handling.

2-26. An adversary, however, may not have the logistics or fire support
capability to support an attack; he may reveal his intentions through
intelligence indicators. Further, the threat of massive conventional retaliation
may disrupt the striker's activities. We cannot predict whether or not a
developing nation would use chemical agents against well-trained and well-
equipped forces who have a devastating array of retaliatory options. From our
perspective, a decision to use chemical weapons against US forces may seem ill-
advised. However, politicomilitary decisions of this nature rarely follow
predictable patterns.

OPERATIONAL USE

1-8

2-27. Operational level planners consider that an adversary may target the
functions and services provided by our fixed sites. Our fixed sites will provide
critical G, force projection, and sustainment capabilities for joint forces. The
military environment of fixed sites includes strategic chokepoints, sustainment
operations, complex C2, and centers of gravity. The strategic projection of
combat power may require air and sea ports of debarkation (PODs) and
subsequent sustainment through the limited number of fixed sites available.
The limited number of usable PODs may cause an unavoidable concentration of
forces at these sites, creating a major target. Likewise, multiple services,
activities, and organizational structures coupled with the presence of host
nation (HN)/US civilians with less training in passive defensive measures than
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TACTICAL USE

combat forces further complicate G at these sites. An enemy theater missile
with an NBC warhead is a very efficient and effective means of quickly
disrupting and/or halting the flow of information and resources to and from the
fixed site. For example, nations with adequate stocks of chemicals could follow
former Soviet doctrine and use persistent chemical agents to restrict air base
and port operations. Persistent nerve and blister agents will delay the servicing
of aircraft and ships and hinder cargo handling. Persistent agents at logistics
facilities could impair resupply and service operations. Likewise, they will
seriously delay medical care and the use of pre-positioned stocks.

2-28. The proliferation of NBC weapons combined with the proliferation of
ballistic and cruise missle technology pose an increasing threat to off-shore
facilities, rear areas, fixed sites, and forward areas. Since each of the NBC
weapons can be delivered by ballistic missiles, precision guided munitions, or
covert devices, the threat environment extends throughout the depth of the
battle space and continues to the force projection base. Developing nations’
combatants with adequate chemical stocks who use former Soviet doctrine
would likely employ nonpersistent agents against front-line troops and on
avenues of approach. They would be inclined to use persistent agents on
bypassed troops, strong points, and flanks. They may use persistent or
nonpersistent chemicals in barrier and denial plans. With small stockpiles,
however, they may use biological or chemical weapons selectively to support a
critical attack or defense, particularly against massed troops or potential
staging areas. Some of these nations place a different value on human life than
we do, and display a willingness to use chemicals against civilian populations.
The use of biological or chemical weapons against an unprotected populace
would impact US and allied forces, both politically and militarily. Competition
for scarce medical resources and increased refugee flow on main supply routes
(MSRs) are just a few of the difficulties planners must consider. The possibility
of use of biological or chemical weapons by terrorist groups must not be
overlooked. US forces must prepare for any adversarial use of biological or
chemical weapons. Any country with a chemical or pharmaceutical industry
can produce chemical or biological weapons. Nation-states inclined to weaponize
these substances may hide their production behind the guise of pharmaceutical
or industrial chemical facilities.

SCENARIO—IRAQ’S CAPABILITIES

2-29. In over eight years of military operations against Iran, Iraq built a
military force committed to large-scale combined arms operations that included
the integration of chemical weapons. Irag's success radically changed the style
of warfare in the Middle East. They were tactically capable of using chemical
weapons by all means to include artillery, rockets, helicopter fire, aerial bombs,
and possibly by tactical ballistic missiles.

2-30. To avoid defeat, Iraq sought out every possible weapon. This included
developing a self-sustaining capability to produce militarily significant
quantities of CW agents. In the defense, integrating chemical weapons offered a
solution to the massses of lightly armed Basif and Posdoran personnel.
Chemical weapons were singularly effective when used on troop assembly areas
and supporting artillery. When conducting offensive operations, Irag routinely

1-9
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supported the attacks with deep fires and integrated chemical fires on forward
defenses, command posts, artillery positions, and logistical facilities. The impact
of the use of chemical weapons is clearly demonstrated in Figure 1. Iraq
continued development of its CW capability and later added an offensive BW
program. lrag acquired equipment and materials under the cover of pesticide
production to establish the Samarra Chemical Weapons Production Complex. At
Samarra, Iraq produced sulfur mustard and later the nerve agents Tabun (GA)
and Sarin (GB).
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HISTORICAL VIGNETTE

In April 1988, Irag began Operation “Blessed Ramadan” to retake AL Faw peninsula. The attack began
on the morning of 17 April. Armored forces of the Republican Guard conducted the main attack. The Iraq
7" Corps conducted a supporting attack along the west bank of the Shatt al-Arab waterway. The Iraqgi's
also conducted two amphibious assaults along the western coast of the peninsula, the Iragi plan called for
a three-phase operation lasting four to five days. The employment of chemical agents was an integral pari
of the Iragi plan. Nonpersistent nerve agent was used on the defending Iranians. Reports indicated that
front line forces, command and control sites, and artillery positions were targeted.

IRAN
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Both artillery and aircraft delivered the chemical agent on the intended targets. Only 35
hours were required to complete the operation. The Iranians never recovered from the
initial assault and were unable to reestablish an effective defense. The Iranian retreat
across the Shatt al-Arab waterway turned into a complete rout, with the Iranians
abandoning nost of their equipment. The Iraqis did not win this battle solely by employing
chemical weapons, but their impact was significant. The employment of chemical
weapons in this battle caused casualties, disrupted operations, hindered battle command,
and allow ed the Iraqis to retain the initiative throughout the attack.

Lessons from the Irag-lran War show that the employment of chemical weapons did have
tactical significance during several battles. One analyst felt that the employment in the
Iran-lraq War was an example of “low level, sporadic use of chemical weapons. He
concluded that “this was far less devastating to those involved than it might have been or
could be in a future conflict.” Yet, this limited usage was a major contributor to Iraq’s
successes against an otherwise superior force. The Iraq use of chemical weapons

during its war with Iran clearly demonstrates the impact that NBC weapons can have on
tha hattlafiald

Figure 1-1. Battle for Al Faw, April 1988
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2-31. In July 1995, Iraq admitted to conducting an offensive BW program. In
August 1995, Iraq admitted it had filled aerial bombs and missile warheads
with the BW agents botulinum toxin and anthrax. Iraq also produced ricin and
T2 mycotoxin and researched smallpox. The intended targets could have been
Israel or other coalition forces. While the Iraq BW infrastructure was damaged
in Operation DESERT STORM, critical BW equipment was hidden, and lraq
could possibly resume BW weapons production.

2-32. When coalition forces deployed in Operations DESERT SHIELD/DESERT
STORM, Iraq possessed a flexible arsenal of CBW agents and delivery means.
Irag's CBW production facilities were priority targets. There is much
speculation on why Iraq did not use chemical weapons, however, deterrence was
effective through use of active and passive measures to deter Iragi use of CB
agents.

TOXIC INDUSTRIAL MATERIALS

2-33. TIM hazards, previously considered insignificant during wartime, increase
greatly in significance when manufactured, stored, distributed, or transported
in close proximity to fixed sites, ports, or airfields. Deliberate or inadvertant
release during MOOTW significantly increases hazards to indigenous population
and US forces. While CW agents are highly toxic and lethal in small amounts,
the countries that produce them are generally known and are few in number
when compared with the quantities and universal nature of TIM. TIM should be
recognized for the single hazard they pose as well as the potential risks that
may result from explosion or fire. Most TIM will present a vapor (inhalation)
hazard. Vapor concentration at or near the point of release may be very high
and may reduce the oxygen concentration below that required to support life.
TIM are generally classified in one of the following categories:

- Agricultural—includes insecticides, herbicides, and fertilizers.

Industrial—chemical and radiological materials used in manufacturing
processes or for cleaning.

Production and Research—chemicals and biological materials produced or
stored in a facility.

Radiological—nuclear power plants, medical facilities, and laboratories.

BHOPAL INCIDENT

1-12

2-34. To illustrate the potential for disaster from an incident associated with
TIM, the Bhopal India Incident is a classic study. On December 3, 1984, over 40
tons of Methyl Isocyanate and Hydrogen Cyanide leaked from a pesticide plant
at the northern end of Bhopal into the surrounding city of one million people.
The leak was caused by a series of operator errors. These chemicals are but two
of the many extremely toxic industrial chemicals (TIC) that are manufactured
and stored in facilities across the world. Bhopal has been called the “Hiroshima
of the Chemical Industry.” At least 15,000 people have died from injuries related
to this incident, with an estimated 6,000 having died that first night. Over
600,000 people have injuries as a result of the incident. The potential for a
terrorist-induced incident of this nature must be considered.
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PLANNING CONSIDERATIONS

2-35. Given the prevalence of TIM throughout the world, a future threat to US
military forces could include TIM hazards. Area studies, intelligence estimates,
and/or economic studies may indicate potential TIM hazards in the AO. All
levels of command use intelligence preparation of the battle space (IPB) analysis
to assess the existence and status of TIM hazard areas.

SECTION Il - OPERATIONAL ENVIRONMENT

GENERAL

A variety of crisis and conflict situations may emerge in the international
security environment to challenge US interests. These situations encompass
disputes and hostilities between and among states, coalitions of states, and
nonstate groups (including regional, ethnic, religious , and criminal entities.).
These crisises and conflicts may threaten regional stability, the territory and
populations of the US, its allies, coalition partners , and other friendly states,
democratic processes, economic progress, and a range of other US interests.
These challenges can occur simultaneously in a number of regions. Their
implications can transcend state and regional boundaries. Military involvement
to advance and protect US interests in these situations may include combat
operations and MOOTW such as peace operations, foreign humanitarian
assistance, and other military support to civil authorities (MSCA). This
environment presents numerous opportunities for US military operations to
encounter antagonists possessing NBC weapons or toxic materials.

3-1. Contemporary threats faced by the armed forces of the US are more
ambigious and regionally focused than during the Cold War. Combatant
commanders may confront a variety of factors that challenge the stability of
countries and regions and threaten US national interests and security within
their AORs. These instabilities can lead to increased levels of competition, a
wide variety of attempts at intimidation, drug trafficking, insurgencies, regional
conflicts, and civil war. It is difficult to predict which nations or groups may
threaten our interests and how and when such threats will emerge. Yet, such
predictions should be attempted, with a process that allows for rapid
dissemination of strategic estimates.

CHALLENGES

3-2. Even in times of relative peace, combatant commanders will be challenged
by regional factions seeking to expand their influence by coercion or force. Some
of these potential opponents have large, modern, conventional military forces
equipped with high-quality systems comparable to those of the armed forces of
the US. An adversary’'s possession of weapons of mass destruction (WMD);
ballistic and cruise missiles, relocatable systems; hard and deeply buried
facilities; and viable air, land, naval and special operations forces (SOF) and
space capabilities constantly challenge a combatant commander’'s ability to
deter armed conflict and, if necessarry, to fight and win.

1-13
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3-3. Regional challenges will often involve an adversary whose system of beliefs
interprets differently such fundamental ideas as right and wrong, the value of
human life, and the concepts of victory and defeat. What appears to be fanatical
to US forces may be completely rational to our opponent. Understanding
cultural differences is important if friendly forces are to reestablish the military
condition necessary to achieve strategic goals.

TOXIC INDUSTRIAL MATERIALS

3-4. The employment or threat of NBC weapons and other toxic materials pose
unique challenges to US military operations worldwide. The disruptive and
destructive effects of these weapons and materials merit continuous
consideration by the JFC and supporting commanders. In addition to the
employment of NBC weapons by a threat force, commanders must be alert to
equally dangerous hazards that can persist in the AO. Prevalent among those
hazards are Low-Level Radiation (LLR), Depleted Uranium (DU), TIC, and
biological agents ( covertly or accidentally dispersed). LLR threat can exist in
certain expended munitions, damaged or destroyed equipment, or contaminated
shrapnel, as well as inadequate nuclear waste disposal, deterioration of nuclear
power facilities, or damage to facilities that routinely use radioactive material.
LLR produces long-term radiation exposure health consequences for personnel.
DU found in munitions does not present significant hazards as long as te
round is intact. However, care must be taken around vehicles that have been
hit by these rounds, because inhalation and ingestion exposures present serious
health hazards. TIC are often present in enomorous quantities in the AO, and
can be released from industrial plants or storage facilities through battle
damage or as a desperation measure during military operations. Any military
mission is virtually assured to encounter TIC in large quantities. Further, an
enemy with a modest biological or production base (such as in the
pharmaceutical or brewing industry) can produce biological agents. These
agents lend themselves well to covert use in that small quantities are needed.
They are easily concealed and cheap to produce.

FORCE PROJECTION

1-14

3-5. In the current operational environment, forces are most vulnerable and
operations are at greater risk during the initial phase of force projection
operations. For example, fixed sites provide critical functions that support force
projection and sustainment. Multiple activities, complex organizational
structures, and varying levels of expertise in passive defense measures during
deployment combine to make NBC defense a challenging task. Our forces
require protection from these TIM as well as NBC hazards from industrial
facilities near airports of debarkation (APODs) and sea ports of debarkation
(SPODs). Commanders have direct responsibility for protecting their forces
against these hazards. Commanders’ mission and execution plans must address
the implications if NBC weapons are used at critical force projection
chokepoints, specifically PODs. As forces enter the theater, vulnerability
concerns heighten significantly. Protecting the force is of equal or greater
concern during forced entry operations as well as offensive or defensive
operations. Force projection generally originates from the continental United
States (CONUS) or from an ally (e.g. NATO). Although still vulnerable, ports of
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embarkation (POE) at the projection base offer an advantage by allowing
additional security, flexibility, and standoff. Therefore, enemy NBC weapons
targeting efforts will likely focus on the more PODs. NBC weapons employed
against APODs and SPODs and forces not yet deployed to forward AOs can
create significant casualties and bottlenecks in the resource pipeline. During
entry operations, combat power is extremely vulnerable while at or around the
POD.

SECTION IV — MAINTAINING PREPAREDNESS

Maintaining military preparedness in peacetime for potential operations in
NBC environments demands clear understanding of the threats and unity of
effort in the US and abroad. Threat assessment includes overseas areas of
potential conflict as well as US territory, with particular attention to the
civilian infrastrucutre, military forces, and facilities needed to support the
range of military operations. Peacetime preparedness includes visibly and
successfully exercised joint, multinational, and interagency plans that
demonstrate the capability to operate and succeed in NBC environments.

RANGE OF MILITARY OPERATIONS

GENERAL

4-1. Varied and unpredictable challenges to US interests in the international
security environment place special requirements on the armed forces of the US.
Maintaining adequate preparedness in peacetime to facilitate rapid transition to
operations is a responsibility shared by services, combatant commands
(COCOMs), subunified commands and supporting services. The services and
USSOCOM have the primary responsibility for organizing, training, and
equipping forces for the full range of potential operations. COCOMs have
responsibilities for organizing joint training, and integration of force elements
provided by the services and USSOCOM to meet peacetime, war and MOOTW
requirements. The fundamental elements needed for maintaining adequate
preparedness are a clear understanding of the threats and operational
requirements, both overseas and in the US. To support these requirements,
commanders’ mission analysis identify specific, mission-essential tasks for
individuals and organizations that facilitate operations in NBC environments.

MOOTW NOT INVOLVING THE USE OR THREAT OF FORCE

4-2. Prudent use of military forces in peacetime helps to support deterrence and
keep tensions between nations below the threshold of armed conflict and
maintains US influence in foreign lands. Such operations include arms control
and disaster relief, nation assistance, support to US and foreign civil
authorities, evacuation of noncombatants, and peacekeeping. Such operations
are typically joint in nature and may involve forward-presence forces or units
deployed from another theater, CONUS, or a combination of both. These
operations, by definition, do not involve combat, but military forces always need
to be prepared to protect themselves and respond to a changing situation.

1-15
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MOOTW INVOLVING THE USE OR THREAT OF FORCE

WAR

4-3. In spite of efforts to promote peace, conditions within a country or region
may result in armed conflict. The general goals of US military operations
during such periods are to support national objectives, such as deterrence, deter
war, and return to a state of peace. Combatant commanders, at the discretion of
the NCA may employ US forces to deter an adversary’s action, and combatant
commander’s IPB assesses the potential for enemy use of NBC weapons.

4-4, When other instruments of national power (diplomatic, economic and
information) are unable or inappropriate to achieve national objectives or protect
national interests, the US national leadership may decide to conduct large-scale,
sustained combat operations to achieve national objectives or protect national
interests. In such cases, the goal is to win quickly and with as few casualties as
possible, achieving national objectives and concluding hostilities on terms
favorable to the US and its multinational partners.

PREPAREDNESS IN THE US

1-16

4-5. The nature of the international security environment and the worldwide
NBC threat have implications for peacetime preparedness in the US. The
peacetime programs of the services and United States Special Operations
Command (USSOCOM) must enable a1 adequate and rapid transition of the
armed forces of the US, including the reserve components, to operations to meet
the urgent needs of emerging crisis or conflict situations.

4-6. Commanders of forces and facilities in the US are responsible for
assessments of vulnerabilities that may compromise peacetime preparedness,
given the NBC threat and the potential utility to state and nonstate actors of
NBC attacks against US civilian and military targets.

4-7. Commanders must maintain current assessments of the NBC
vulnerabilities in the US, integrating their efforts with other United States
government (USG) agencies, including appropriate law enforcement and
intelligence organizations. Of particular importance are facilities essential to
training, staging, axd deploying, including airports of embarkation (APOES)
and seaports of embarkation (SPOEs) and essential USG and civilian
transportation and related infrastructure.

4-8. Peacetime planning and supporting actions must include plans to minimize
vulnerability to and mitigate the effects of NBC attacks in order to maintain
required force preparedness. Combatant commander and supporting planning
produces Joint Mission-Essential Task Lists (JMETL) that must include
appropriate elements to facilitate operations in NBC environments.

4-9. The key tasks to be undertaken in the US in order to reduce the
vulnerability of US forces to NBC attacks are enforcing operational security
(OPSEC), maintaining emergency NBC response plans, assuring redundant
force capabilities, maintaining effective NBC defense equipment (NBCDE), and
conducting joint and interagency planning, training, and related preparation.
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SECTION V - LEVELS OF WAR

The levels of war are doctrinal perspectives that clarify the links between
strategic objectives and tactical actions. Although there are no finite limits or
boundaries between them, the three levels in general are strategic, operational,
and tactical. They apply to both war and MOOTW. levels of command, sizes of
units, types of equipment, and types of force or components are not associated
with a particular level. Actions can be identified as strategic, operational, or
tactical based on their effect or contribution to achieving strategic, operational,
or tactical objectives. Advances in technology, information age media reporting,
and the compression of time-space relationships contribute to the growing
interrelationship between the levels of war. The levels of war help commanders
visualize a logical flow of operations, allocate resources, and assign tasks to the
appropriate command. However, commanders at every level must be aware that
in a world of constant, immediate communications, any single event such as
enemy use of NBC weapons may cut across the three levels.

THE STRATEGIC LEVEL

5-1. The strategic level is that level of war at which a nation, often as a member
of a group of nations, determines national or multinational (alliance or coalition)
strategic security objectives and guidance and develops and uses national
resources to accomplish these objectives.

5-2. Activities at the strategic level establish national and multinational
military objectives, assess risks for the use of military and other instruments of
national security policy, develop theater plans to achieve these objectives, and
provide military forces and other capabilities in accordance with strategic plans.

5-3. At the strategic level of war, the national military strategy is based on
defense and deterrence. Elimination of the threat of NBC warfare is a clear
strategy of the US and a viable NBC defense program helps to deter aggression,
pursue arms control agreements, prevent proliferation, and repel or defeat
enemy attack. These strategic efforts help demonstrate to an adversary that US
forces would be minimally affected by the use of these weapons.

THE OPERATIONAL LEVEL

5-4. The operational level links the actual employment of forces to strategic
objectives. The focus at this level is on operational art: the use of military forces
to achieve strategic goals thriough the design, organization, integration, and
conduct of strategies, campaigns, major operations, and battles. Operational art
determines when, where, and for what purpose major forces will be employed
and should influence the enemy disposition before combat.

5-5. Operational art helps commanders use resources efficiently and effectively
to achieve strategic objectives. It provides the framework to assist commanders
in ordering their thoughts when designing campaigns and major operations.
Operational art helps commanders understand the conditions for victory before
seeking battle, thus avoiding unnecessary battles.

1-17
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5-6. Among many considerations, operational art requires commanders to
consider the following:

- Ends—What military (or related political and social) conditions must be
produced in the operational area to achieve the strategic goal (i.e.
deterrence of an enemy’s NBC weapons employment)?

- Ways—What sequence of actions will support surviving, avoiding, or
mitigating the effects of an NBC environment?

- Means—How should the resources of the joint force be applied to
accomplish eliminating or reducing the adversary's NBC capabilities?

- What is the likely cost or risk to the joint force of operating in an NBC
environment?

- What resources must be committed or actions performed to successfully
execute the JFC's exit strategy (i.e., support for arms control,
peacekeeping, etc.)?

THE TACTICAL LEVEL

5-7. At the tactical level, the size and location of the battle space are influenced
by the physical location of adversary land, air, naval, space, and daher forces
that could pose a direct threat to the security of the friendly force or the success
of its mission.

5-8. Tactics refers to the employment of units in combat. It includes the ordered
arrangement and maneuver of units in relation to each other and/or to the
enemy in order to use their full potential.

5-9. At the tactical level, units use NBC defense and medically related TTP to
avoid, protect, and decontaminate.

SECTION VI — ORGANIZATION OF OPERATIONAL AREA

To assist in the coordination and deconfliction of joint action, JFCs may define
operational areas. The size of these areas and types of forces employed within
them depend on the scope and nature of the crisis and the projected duration of
operations.

OPERATIONAL AREAS

6-1. Within the operational area’s combat and communications zone (COMMZ),
the JFC continually assesses enemy capability. In-depth assessments of the
enemy’s offensive NBC capability and intentions are necessary for the targeting
to support destruction of enemy capability; but the uncertainties associated with
accomplishing destruction of an adversary’s NBC capability within an
operational area make it essential that the JMETL include NBC defense.

JOINT AREAS

6-2. For operations somewhat limited by scope and duration, JFCs can use the
operational areas to minimize the impact of NBC weapons. The JFC may

1-18
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consider using operational areas to achieve positional advantages such as a
positioning assets beyond the threat range, identifying relocation sites, and
deploying redundant critical assets. Remote basing in an operational area could
be used to protect critical weapons systems (e.g., F117) from contamination or
destruction. Relocation and dispersal and redundancy of sites within operational
areas offer another alternative if an enemy NBC attack should prevent or
restrict operations at primary sites.

SECTION VII - CONDITIONS OF THE BATTLE SPACE

The operational setting for US military operations is a diverse and complex
environment. This diverse condition includes the physical, military, civil, and
threat (see Section Il) environments. First, by function, NBC defense operations
can impact each aspect of the physical battle space: air, land, maritime, and
urban. Secondly, US military operations are inherently joint and will likely
include JTF operations. Thirdly, in addition to the physical and military
environments, military operations (especially aerial and port operations) may
occur within the complex framework of the HN? and the civil environment.
Commanders will use these four conditions of the operational environment as
planning considerations for inclusion in joint/multiservice plans and exercises.

PHYSICAL ENVIRONMENT

7-1. The physical battle space directly impacts site operations and the physical
environment directly influences NBC operations. NBC weapons can impact
force projection and combat operations on land, at sea, and/or in the air.
Further, the nuclear component of NBC could also impact the space
environment, and G networks that rely on this dimension would be severely
degraded. Still, notable influences of the physical environment on NBC defense
operations include air, land, maritime, and urban considerations.

MILITARY ENVIRONMENT

7-2. The military environment includes settings such as strategic chokepoints,
sustainment sites, complex C2, and centers of gravity.

CIVIL ENVIRONMENT

7-3. The culture and economic aspects of the civil environment that significantly
influence NBC defense considerations include religious, national, and ethnic
values, and economic industrial/technological capabilities.

1-19
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NBC Defense Challenges

This chapter addresses the NBC defense challenges for US forces.
Section | addresses a multitiered approach to counter the NBC threat
before, during, and after an NBC attack. These measures include
proliferation prevention, counterforce operations, and active and
passive defense operations which are vital to counter the NBC threat
across the full range of military operations. Sections 11—V address
NBC defense principles and the medical aspects of NBC defense,
respectively.

SECTION | - COUNTERPROLIFERATION

A balanced and integrated strategy of proliferation prevention, counterforce
operations, and active and passive defense efforts are vital in deterring the NBC
threat across the full range of military operations. As shown in Figure 21, a
balanced and integrated approach to deter the proliferation of NBC weapons
begins with proliferation prevention through arms control measures such as
export controls and treaty agreements. Next, this integrated strategy uses
counterforce operations against NBC weapons and teir associated delivery,
production, and storage facilities prior to their use, which enables the JFC to
reduce the NBC threat to friendly operations. Failing that, interception of
conventional and unconventional delivery through active defense provides the
next set of measures to help reduce the NBC threat. Finally, maintenance of a
strong passive defense capability to survive and operate when exposed to an
NBC attack reduces the utility of NBC weapons. At best, operational tempo
(OPTEMPO) will be reduced along with individual personnel effectiveness as
operations are degraded by IPE and contamination control measures.

PROLIFERATION PREVENTION

1-1. Proliferation prevention uses means such as arms control to deny attempts
by would-be proliferants to acquire or expand their NBC capabilities (weapons
and delivery systems) by providing: inspection, verification, and enforcement
support for nonproliferation treaties and NBC control protocols; supporting
export control activities; assisting in the identification of potential proliferants
before they can acquire or expand their NBC capabilities; and, if so directed by
the NCA, planning and conducting attack missions during peacetime. The US
has the unique capabilities to detect the possession or development of some NBC
weapons. For example, intelligence, surveillance, and reconnaissance (ISR)
systems enable the gathering of information on the development and possible
deployment of NBC weapons. Inspection, verification, and enforcement tasks are
conducted with other service and government agencies. Many of these programs

2-1
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are hard to identify due to their integration into civilian industry. Ballistic and
cruise missile delivery systems receive emphasis due to their capability to
project beyond state boundaries and to penetrate traditional defenses.
Proliferation prevention activities include support to the Treaty on Open Skies,
visits to support weapons convention provisions, and on-site inspections. A
robust proliferation prevention effort can help preclude the requirement to apply
military force and reduce the likelihood of an attack on US civil or military
interests within or outside the US. Proliferation prevention also helps deter the
threat by convincing potential and actual proliferants that NBC weapons will be
of no value because US and/or multinational partners will deny or limit their
political or military advantage due to NBC defense readiness and because our
possible retaliation would far outweigh any benefits of use.

Every NBC weapon destroyed )
before it is used... ...Is one less...

...to
confront
here

Prevention Counterforce Bassive Defense

Figure 2-1. Balanced and Integrated Approach to NBC Defense

COUNTERFORCE OPERATIONS

2-2

1-2. Counterforce operations are intended to destroy an adversary's offensive
NBC systems before they can be used against friendly forces or to lessen the
effects of such systems. Attack operations could include measures such as
counterair, counterland, or strategic attack against an adversary’s NBC
capabilities. Preempting an NBC attack, especially against missiles or aircraft,
often requires that operations be conducted on short notice over extended ranges
and with precision weapons. The speed, range, and versatility of our military
forces enable rapid reaction to changing situations, targets, and environments.
Advanced technology “precision-guided” weapons enable precise targeting with
minimal collateral damage. Targets are frequently mobile and dispersed, or are
maintained in hardened and deeply buried shelters and only vulnerable to direct
attack for very short periods of time. G procedures must be in place to allow
quick reaction as targets are identified, and attacking forces may have to be
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maintained in a heightened state of readiness such as airborne or strip alert.
ISR systems must focus on threat areas and collection priorities adjusted to
facilitate rapid location of NBC elements. The release of NBC agents during
counterforce operations can cause collateral damage and must be considered
when planning targets. A wide variety of forces and weapons can be used to
conduct attack operations, from wide area munitions for attacks on dispersed
terrorist or military installations to high-precision, earth-penetrating weapons
for hardened and buried production and storage facilities.

ACTIVE DEFENSE

1-3. Active defense operations encompasses actions to destroy enemy NBC
weapons and delivery vehicles after they are launched or are enroute to their
targets, but before they reach their intended targets. This activity is comprised
of defensive operations against aircraft, ballistic missiles, and cruise missiles
such as defensive counterair (DCA). Active defense also encompasses force
protection against SOF, unconventional warfare, and terrorists employing NBC
weapons. While fixed bases may offer the advantage of hardened and prepared
defenses, they are also susceptible to attack which mobile forces might minimize
or avoid. Layered defenses may be employed to provide more than one line or
means of defense at varying distances from likely targets (deep and intermediate
area defense, and close or point defense) with each layer destroying more of the
attacking force. The goal is to weaken (or avert) the adversary’s strike to the
point that passive defenses can counter the effects of the NBC weapons on
friendly operations. Emphasis is placed on destroying attacking weapons as
early or as deep as possible while they are still over enemy territory, and
warning information is passed to affected areas/units.

PASSIVE DEFENSE

1-4. Passive defense operations provide actions that are focused on preventing
NBC casualties through medical pretreatments, contamination avoidance, and
physical protection. Passive defense is necessary to provide essential individual
and collective protection (CP) for friendly forces, population centers, and critical
assets. Passive defense measures should be planned whenever US forces might
face a threat that has a theater ballistic missile (TBM) capability. By examining
various combinations of TBM warhead accuracy and effects, numbers of
available missiles, and the enemy targeting process, the likelihood and timing of
an attack may be predicted and passive measures selected for employment
before, during, and after a TBM attack. Further, principal defense measures to
accomplish passive defense are depicted in Figure 2-2.

TACTICAL WARNING

1-5. Geographic combatant commanders are responsible for establishing theater
event reporting systems to acquire, process, and disseminate warning
information to joint force components and population centers. They are also
responsible for implementing tactical event system architectures into local
operations and intelligence nets. Component commanders are responsible for
providing warning to assigned forces. Tactical warning triggers passive defense
actions. Warnings are both general (that missile launches are imminent or have
occurred) and specific (that specific units or areas of the battlefield or theater

2-3
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are in danger of attack). The geographic combatant commander’'s tactical
warning requirements are supported by national and theater intelligence
systems.

PRINCIPAL MEASURES
FOR PASSIVE DEFENSE

TACTICAL WARNING

REDUCING TARGETING EFFECTIVENESS

REDUCING VULNERABILITY

NBC DEFENSE

RECOVERY AND RECONSTITUTION

INFORMATION OPERATIONS

Figure 2-2. Principal Measures For Passive Defense

1-6. The commander’s command, control, communications, computers, and
intelligence (C4l) system supports the warning system. Strategic warning is
accomplished through ongoing intelligence collection and analysis of the threat.
Tactical warning is provided to the components over the geographic combatant
commander’s early warning net and used to dictate the local readiness posture.

1-7. The geographic combatant commander’s early warning net should link
space-, air-, and surface-based sensors (both national and theater) that detect
missile launches or track missiles in flight. Warning data should be
transmitted immediately to appropriate commands and, if known, to targeted
units and civilian authorities. TBM defense reaction plans should be included as
part of emergency action checklists. Warning times associated with TBM
attacks are minimal because of short missile flight times and difficulty of
detection. Regardless of time available, warning is required to allow for the use
of all possible protective measures for exposed personnel and equipment.
Effective communications are essential to provide the information required at
each level to support the execution of passive defense measure plans.

REDUCING TARGET EFFECTIVENESS

2-4

1-8. JFCs and component commanders are responsible for protecting forces
against the effects of missile attack through measures such as operations
security, deception, and mobility. Communications security, signature
reduction, and security aspects of OPSEC deny enemy sensor and
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reconnaissance assets timely acquisition and identification of friendly targets.
Signature reduction measures (i.e., camouflage, commonality of vehicle
appearance), and local unit security are important elements in denying accurate
targeting data to an enemy. Deception misleads enemies by manipulating,
distorting, or falsifying friendly actions. This can cause enemies to deplete their
TBM resources by attacking false targets through the use of decoys, missing
intended targets, and denying them accurate battle damage assessments.
Mobility reduces vulnerability and contributes to survivability of certain
systems by limiting exposure to reconnaissance and targeting.

REDUCING VULNERABILITY

NBC DEFENSE

1-9. JFCs and component commanders also direct measures such as hardening,
achieving redundancy, dispersal, and training civilian authorities. For example,
hardening reduces the effect of attack on systems and facilities (i.e., aircraft and
air base support equipment). Hardening should be accomplished or begun in
peacetime. However, political and fiscal constraints may preclude certain
prehostility hardening measures, such as construction of fixed fortifications.
Protection for mobile ground forces and equipment may be best accomplished by
careful site selection, field fortifications, and other field-expedient methods.
Further, another principal means of preserving combat power is duplication of
critical capabilities that are particularly vulnerable to TBM attack and for
which other passive measures may be less appropriate. Of primary concern are
“soft” targets such as G nodes and sensors, and fixed sites such as airfields
and ground stations for airborne sensors. Measures such as achieving
redundancy of capability or dispersal reduces target vulnerability by decreasing
concentration and makes targets less lucrative. Combined with mobility and
deception, dispersal increases enemy uncertainty as to whether a particular
location is occupied.

1-10. The elements of passive defense against NBC weapons are contamination
avoidance, protection, and decontamination. These form a hierarchy that
protects the force, sustains operational effectiveness, and minimizes casualties.
Units employ detection and NBC reconnaissance to avoid contamination, thus
minimizing or eliminating NBC casualties, mission performance degradation,
and logistical intensive decontamination requirements. If units fail to avoid
being attacked or contaminated with NBC weapons, they use individual and CP
to sustain operations and reduce the impact of NBC weapons on the unit.
Individual protection uses physical protection devices, medical immunization
and prophylaxis, and NBC casualty medical treatment. CP provides relief from
sustained operations in full NBC protective equipment, shelters sensitive
equipment not easily decontaminated, and provides clean environments for
operations that cannot be performed under NBC-contaminated conditions.
Decontamination removes NBC hazards from personnel and equipment,
minimizes the hazard and spread of contamination, and facilitates the prompt
restoration of normal operations (see Section Il for a detailed discussion of these
NBC defense principles).

2-5
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RECOVERY AND RECONSTITUTION

1-11. Following an attack, units should be restored to a desired level of combat
effectiveness commensurate with mission requirements and available resources.
Reconstitution may include reestablishing or reinforcing C2; reallocating or
replacing communications, personnel, supplies, and equipment; conducting
essential training; reestablishing unit cohesion; and repairing battle damage. In
some instances of mass devastation, whole unit replacement may be necessary.

INFORMATION MANAGEMENT (IM)

1-12. Information operations (10) or IM refers to the processes a JTF uses to
obtain, manipulate, direct, and control information. IM includes all processes
involved in the creation, collection and control, dissemination, and storage and
retrieval of information. The goal of IM (for support of NBC defense) helps to
ensure a timely flow of quality information. The flow of critical information
supports the JTF's situational awareness and ability to anticipate the
consequences of an NBC environment.

SECTION Il - INFORMATION MANAGEMENT

2-6

2-1. NBC situation awareness of the operational environment allows the JTF to
anticipate future conditions, formulate concepts of operations, analyze courses of
action (COAs), and accurately assess risks.

2-2. Graphic depictions of NBC hazard estimates, vulnerability assessments,
contaminated area plots, etc. with text files (messages, reports, etc.) provide the
commander a common tactical picture (CTP) versus sole reliance on mapboards
and overlays. Often the graphic and text information combined with military
experience enable the commander to make timely avoidance or protection
decisions.

2-3. IM plays a key role in building situation awareness. The NBC staff provides
needed information as an input to the decision-making process to focus on what
the commander needs and when it is needed, and presenting the information in
a usable format to complete the decision-making process.

2-4. The NBC staff supports IM through considering and applying key
information quality characteristics. The information provided must be accurate,
relevant, timely, usable, complete, and succinct.

2-5. The exchange of NBC-related information uses IM procedures that provide
for the rapid flow—vertical and horizontal—of information. The flow of NBC-
related information across the JTF headquarters staff requires a cross-
functional and cross-directorate exchange of information. (See Figure 23 for
information on those processes that contribute to an effective flow of
information.)

2-6. To support NBC situation awareness, data is gathered in a variety of ways
from sensors (both active and passive), C4 systems, and situation reports
(SITREPSs) from senior, subordinate, or lateral commands. Information must be
interpreted and correctly applied to be of use and is valuable only insofar as it
contributes to knowledge and understanding. Commanders understand things
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best in terms of ideas or images; a clear image of their commander’s intent and
of the local situation can allow subordinates to seize the initiative.

- Positioned Properly. The JTFs' needs for specific types of NBC information are
often predictable (i.e., the “when” and “where” of NBC attack). Positioning the
required information at its anticipated points of need speeds the flow and reduces
demands on communications systems (for example, using public folders to post
required NBC-related information).

= Mobile. The reliable and secure flow of information must be commensarurate with
the JTF's mobility and tempo of operations. Information flow must immediately
adjust to support the vertical and lateral flow of information between adjacent forces
(for example, collaborative [integrated] planning system).

= Accessible. All levels of command must be able to pull the information needed to
support concurrent or parallel planning and mission execution. If possible, channel
information to the required user via automated means and reducing the need for
manual exchange (for example, graphic depiction of forces in a CTP).

- Fused. We receive information from many sources, in many mediums, and in
different formats. Fusion is the logical blending of information from multiple sources
into an accurate, concise, and complete summary. The goal of IM is reducing
information to the minimum essential and in easily understood and acted-on format
(for example, NBC threat assessment disseminated in graphic form on an automated
system).

Figure 2-3. Effective IM Characteristics

2-7. The ultimate goal do the C4l IM systems is to produce a picture of the battle
space that is accurate and meets the needs of the commander. The goal is
achieved by fusing; i.e., reducing information to the minimum essentials and
putting it in a form that people can act on.

2-8. Leaders depend on information to plan and execute missions, and it is
important to focus on the specific information requirements that are needed by
the staff. For example, the JTF has commander’'s critical information
requirements (CCIR) to focus the staff on the information that the commander
requires and feels is critical. This enhances the staff's ability to integrate (filter)
information and remain focused on the information of highest value. As part of
the process, the NBC staff element provides input to help ensure that processes
are in place to filter and fuse raw data before submission of information to
answer CCIR.

2-9. JTF headquarters also use requirements for intelligence (RFI) to provide a
time-sensitive adhoc requirement for intelligence information or products. For
example, RFI could be requested to support an ongoing operation not related to
standing requirements or scheduled intelligence production. The intelligence
section processes intelligence-related requests and the operations staff processes
all other requests.

2-10. During operations, massive amounts of data are furnished to intelligence
and operations centers and the data must be filtered, sorted, and turned into

2-7
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information. The information must be fused, analyzed, and converted into
knowledge. The information is then submitted up the chain of command so the
staff can make appropriate recommendations concerning JTF operations. It is
essential that the assessment process be integrated, thorough, accurate,
complete, and conducted by individuals qualified and experienced enough to
achieve that end state of helping to ensure informed decisions.

SECTION Il - NBC DEFENSE PRINCIPLES—CONTAMINATION AVOIDANCE

Avoidance means taking actions to avoid or minimize the impact of an NBC
attack and to reduce the effects of the NBC hazards. There are active and
passive contamination avoidance measures. Passive measures include activities
such as training, camouflage and concealment, and hardening postitions. Active
measures include activities such as warning and reporting of NBC/TIM events;
locating, identifying, tracking, and predicting NBC hazards; and limiting
exposure to NBC hazards. If the mission permits, avoiding NBC hazards
completely is the best COA. This is not always possible. The mission may force
one to occupy or cross a contaminated area. This section outlines procedures to
use when working or training to work in a contaminated environment. Using
these passive and active measures, units can minimize performance
degradation.

The contamination avoidance effort contributes to the commander's NBC
situational awareness. The integrated detection system that consists of NBC
surveillance, detection, identification, monitoring, and reconnaissance provides
input to help units reduce vulnerabilities. Information from these arrayed NBC
detection systems are interlinked through the C2 system; and the NBC detection
array is integrated (through the unit's reconnaissance and surveillance (R&S)
plan) with other information from the unit's intelligence and theater missile
defense (TMD) warning systems. Identifying the NBC hazard is a key enabler to
avoid contamination and an integrated detection network also supports filtering
out false alarms and notifying appropriate units to reduce protection levels, if
required.

CONTAMINATION AVOIDANCE OVERVIEW

2-8

3-1. Avoidance alone is probably an insufficient response to a representative
large-area NBC attack, regardless of the type of unit. On one hand, forces
operating from fixed locations (e.g., USAF Air Expeditionary Force) are not
capable of relocating quickly enough to avoid contamination, regardless of the
type of attack. On the other hand, even highly mobile units (e.g., USMC
maneuver units) may be unable to move far enough or quickly enough to avoid
contamination when attacks cover such large areas as those possible with
typical biological aerosol attacks. Accordingly, for fixed and mobile units alike,
avoidance of an NBC attack most likely means detecting or learning of the
attack in time to take protective and medical actions to prevent or minimize the
effects.

3-2. In general, contamination avoidance includes actions to prevent
contamination from getting on mission-essential resources and personnel,



©Coo~N O~ WNEPRE

e
(BN )

HeGRER

B
©

RERRE

N
o1

NN
~N O

RB8BB

88

A

E588988

4?2

FIRST DRAFT

Chapter 2

whether directly from agent deposition or by transfer from contaminated
surfaces. Contamination avoidance actions include the use of protective covers
or coatings and removal of these covers or coatings upon entry into
uncontaminated areas. Similarly, contamination control area (CCA) processing
is another form of contamination avoidance. Additionally, restriction of
movement constitutes a form of contamination avoidance.

3-3. CCAs are essential to sustained operations in an NBC environment. They
provide controlled entry areas, force personnel to practice -effective
contamination avoidance procedures, and limit the spread of contamination into
toxic-free areas (TFAs). TFAs provide personnel the ability to work or obtain
rest and relief without wearing IPE.

3-4. Contamination avoidance has a direct and significant impact on limiting
the spread of contamination by isolating key resources from the need for
decontamination. Early detection of missiles or aircraft attacks triggers the use
of contamination avoidance procedures and protects personnel through use of
IPE. Postattack detection and marking of contaminated areas decreases the
inadvertent spread of contamination.

PASSIVE AVOIDANCE MEASURES

3-5. Passive avoidance measures are those actions a unit takes regardless of the
status of NBC warfare. Military tactics dictate many practices that will reduce
the impact of enemy NBC or conventional attacks. Good training, improved
positions, and dispersed forces are particularly effective in reducing the impact
of an NBC attack and reducing casualties if an attack does occur. Passive
defense measures can include the following:

Provide realistic, integrated training.

Use camouflage and concealment (i.e., operational/communications
security).

Ready Positions. Take actions to make them more resistant to the blast
effects of conventional or nuclear munitions, to the heat and radiation of
nuclear weapons, and to the contamination of biological or chemical
weapons.

Ready Personnel. Under the threat of enemy NBC attacks, leaders must
ensure protective equipment is prepared and readily available.

ACTIVE AVOIDANCE MEASURES

3-6. Active avoidance measures are those taken specifically to avoid, control, or
mitigate NBC hazards. Active avoidance measures provide the JFC/JTF
(through detection, surveillance, identification, reconnaissance, and monitoring)
the means to maintain and anticipate the NBC situational awareness status for
specific areas. This situational awareness helps the commander to understand
the current situation, envision the end state, and envision the sequence that
moves his forces from the current state to the end state. This does two things
for the commander—it minimizes casualties in the NBC environment and
preserves combat power.

2-9
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DETECTION

Contamination Detection and ldentification

3-7. Commanders need information about contamination hazards and locations
of clean areas. They gain this information through the NBC warning and
reporting system (NBCWRS) and their own NBC recon effort. As they collect
data, they forward it to higher headquarters to help form the overall CTP. If
higher headquarters requires additional information, they direct detailed
surveys. There is a range of detecting and identifying devices and kits to assist
the commander in detecting and identifying chemical hazards. The devices and
kits range from detection paper to the M93 NBC Reconnaissance System
(NBCRS). A typical unit organization (i.e., squadron, ship, company) is equipped
with automatic chemical alarms, chemical agent monitors (CAMSs), chemical
agent detector Kits, and detector paper. Table 21 provides an overview of the
capabilities of each device or kit. Dedicated NBC recon units are equipped with
more sophisticated detection and identification equipment. Further, there at
least five separate CB detection and identification roles or tasks: protection,
treatment, verification or confirmation, all clear, and surface contamination.
Specific methods, capabilities, and limitations vary according to the detection
and identification role or task.

Table 2-1. Chemical Detection And Identification Equipment

M8 M9 M22 M21
Paper Paper M256 CADK | M8A1 ACAA CAM FOX ACADA RSCAAL
- GA, GB, All
Detects | & VoMo | Allliquid |- G V. H, L, G, VX VX,HD, | known G, H G, H
L, CX agents CX, CK, AC
HN-3 agents
Agent o o Liquid
Form Liquid Liquid Vapor Vapor Vapor and Vapor Vapor
Vapor
High power
lines, .
HC smoke vehicle Petroeum B_rake _qund, Presence of
: products, signaling L
. . from burning | exhaust, . sun in field
Sources | Anyoil- [ Any oil- . ammonia, smoke. )
debris, rocket . . of view,
of False based based burning Malathion, . .
: extreme propellent insectide,
Readings | product | product o grass, petroleum
conditions, smoke, Halon,
dry STB screening or other products Alcohol
Y . 'ng products (JP8)
signaling
smoke

NOTE: Use of insectides around chemical agent detectors, alarms, monitors, and papers is not recommended.

Detection for Protection

2-10

3-8. Standoff detection provides warning in sufficient time to implement
protective measures before exposure to agent contamination occurs. For attacks
upwind, detection must occur at sufficient upwind distances to provide a
reasonable amount of time for detection, processing and information
transmission. Detection of the leading edge of the cloud is preferable, since it
can give more warning time. However, such detection requires greater detector
sensitivity because the concentration of agent at the leading edge of the cloud is
less than in the middle of the cloud. Warning of an upwind attack may come
from a unit's/base’'s own upwind detectors or from other assets monitoring the
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area upwind, whether purposely or coincidentally. Lacking the necessary point
or standoff detectors, commanders must decide when, based on intelligence
indications, the possibility of attack warrants an increased protective posture.
Also, reports of an attack from upwind units can provide warning of an attack,
assuming the units have the necessary detectors, have observed enemy
activities indicative of an attack, or have identified an agent through detection
by sampling and analysis. For attacks directly on an airbase or other units (i.e.
submunitions released from a TBM), rapid detection of CB agents for warning
will be difficult, if not impossible. Donning of IPE in response to a general TBM
attack warning, based on the commander's assumption that a CB attack is
possible, is a viable COA.

Detection for Treatment

3-9. Detection for treatment focuses on identifying the type of agent dispersed in
an attack so that the best possible treatment can be rendered as early as
possible. Since some aspects of treatment are agent-specific, agent
discrimination is extremely important. Agent sampling and analysis continue to
be the primary means of accomplishing this detection